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August 11, 2026

The Honorable Marco Rubio
Secretary of State
2201 C Street NW
Washington D.C., 20520

Dear Secretary Rubio,

We write with great concern regarding the Department of State (“State”) Data Sharing 
Agreements (DSAs) negotiated with foreign nations as part of the America First Global Health 
Strategy. In some instances, these DSAs require U.S. government officials to have direct log-in 
credentials for highly sensitive nationally-owned data systems.1 This is unprecedented and at 
odds with U.S. policy concerning the data of American citizens. We request a briefing and 
additional information on these developments.

In September 2025, State began negotiating Memorandums of Understanding (MOUs) with 
foreign governments to structure U.S. global health aid.2 According to recent reporting, some 
MOUs are conditioning aid on the establishment of mandatory data access agreements and direct
log-in credentials to highly sensitive health data systems.3 

For example, in exchange for HIV and other global health funding, State has reportedly 
demanded that Uganda give the United States direct, real-time access to nine of the nation’s 
health data systems for seven years.4 While the MOU contains some privacy restrictions, the deal
requires that the United States have direct access to the Ugandan system responsible for 
managing individuals’ electronic medical records and laboratory results.5 

We know that Uganda is not alone: 34 countries have signed MOUs,6 and State has not publicly 
shared how many include an accompanying DSA. Only eight of these MOUs and only one of the
DSAs have been made publicly available, either by State or partner countries.7 State has not 

1 Sharon Lerner and Anna Maria Barry-Jester, “Digital Colonialism”: U.S. Demands to Access Africans’ Data Raise
Privacy, Sovereignty Concerns, ProPublica (Jun. 17, 2026), https://www.propublica.org/article/trump-state-
department-africa-uganda-aid-medical-data-privacy.
2 Stephanie Nolen, U.S. Cuts Health Aid and Ties It to Funding Pledges by African Governments, New York Times 
(Jan. 15, 2026), https://www.nytimes.com/2026/01/15/health/health-agreements-us-africa.html.
3 Lerner and Barry-Jester, supra note 1.
4 Id.
5 Id.
6 Tommy Piggot, United States and Tanzania Advance Global Fight Against Infectious Diseases Through Bilateral 
Health Memorandum of Understanding, U.S. Department of State (Jul. 1, 2026), 
https://www.state.gov/releases/office-of-the-spokesperson/2026/07/united-states-and-tanzania-advance-global-fight-
against-infectious-diseases-through-bilateral-health-memorandum-of-understanding.
7 KFF Tracker: America First MOU Bilateral Global Health Agreements, KFF (Jul. 1, 2026) 
https://www.kff.org/global-health-policy/kff-tracker-america-first-mou-bilateral-global-health-agreements.
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published all of the MOUs and annexes on either their website or in the Federal Register8—
despite statutory requirements to do so.9

While global health programs have historically included data sharing components, they have 
never required direct access to privileged electronic systems for U.S. government 
representatives.10 

Indeed, these new demands set an alarming precedent that is seemingly contrary to the 
Administration’s longstanding support for the privacy of U.S. citizens’ data. In this year’s 
National Cyber Strategy, the Trump Administration affirmed that it “will emphasize the right to 
privacy for Americans and American data.”11 The Federal Trade Commission recently reminded 
U.S. technology companies “to protect the privacy and data security of American consumers 
despite pressure from foreign governments to weaken such protections.”12 Likewise, just months 
ago, a State cable reportedly criticized China for “bundling enticing technology infrastructure 
projects with restrictive data policies that expand . . . access to international data for surveillance 
and strategic leverage.”13 Vice President Vance has even personally urged foreign governments to
drop their demands for access to Americans’ personal user data, with U.S. officials citing the 
importance of “maintain[ing] each country’s sovereignty.”14 

We support efforts to protect the privacy of Americans’ data, and we are concerned that requiring
U.S. government officials be provided access credentials to other nations’ sensitive health data 
systems may set international precedents that ultimately harm Americans. Therefore, we request 
that State provide a briefing to our offices and respond in writing to the following questions by 
August 31, 2026:

1. Federal law requires that State make global health agreements publicly available.15 Why 
have the text of these MOUs and associated annexes not been published online and in the 

8 U.S. Bilateral Health Agreements: Texts and Related Information, Public Citizen (Mar. 11, 2026), 
https://www.citizen.org/article/u-s-bilateral-health-agreements-case-act-reporting.
9 E.g., 22 U.S.C. § 2151b–2(e)(4) (describing reporting requirements for funding under the U.S. President’s 
Emergency Plan for AIDS Relief (PEPFAR)).
10 Lerner and Barry-Jester, supra note 1.
11 President Trump’s Cyber Strategy for America, White House (Mar. 2026), https://www.whitehouse.gov/wp-
content/uploads/2026/03/president-trumps-cyber-strategy-for-america.pdf at 5.
12 FTC Chairman Ferguson Warns Companies Against Censoring or Weakening the Data Security of Americans at 
the Behest of Foreign Powers, Federal Trade Commission (Aug. 21, 2025),  
https://www.ftc.gov/news-events/news/press-releases/2025/08/ftc-chairman-ferguson-warns-companies-against-
censoring-or-weakening-data-security-americans-behest.
13 Raphael Satter and Alexandra Alper, U.S. Orders Diplomats to Fight Data Sovereignty Initiatives, Reuters (Feb. 
25, 2026), https://www.reuters.com/sustainability/boards-policy-regulation/us-orders-diplomats-fight-data-
sovereignty-initiatives-2026-02-25.
14 Daniell Wallace, JD Vance ‘Directly’ Convinced UK to Drop Apple Backdoor Data Demand, Protecting 
Americans’ Rights: US Official, Fox News (Aug. 20, 2025), https://www.foxnews.com/politics/jd-vance-directly-
convinced-uk-drop-apple-backdoor-data-demand-protecting-americans-rights-us-official; Zoe Kleinman, Apple 
Pulls Data Protection Tool After UK Government Security Row, BBC (Feb. 22, 2025), 
https://www.bbc.com/news/articles/cgj54eq4vejo.
15 22 U.S.C. § 2151b–2(e)(4); see also Unmeasurable and Unaccountable: HIV Metrics, Targets, and Accountability
in Global Health MOUs, amfAR (Apr. 2026), https://www.amfar.org/wp-content/uploads/2026/04/Unmeasurable-
and-Unaccountable.pdf at 4.

https://www.amfar.org/wp-content/uploads/2026/04/Unmeasurable-and-Unaccountable.pdf
https://www.amfar.org/wp-content/uploads/2026/04/Unmeasurable-and-Unaccountable.pdf
https://www.bbc.com/news/articles/cgj54eq4vejo
https://www.foxnews.com/politics/jd-vance-directly-convinced-uk-drop-apple-backdoor-data-demand-protecting-americans-rights-us-official
https://www.foxnews.com/politics/jd-vance-directly-convinced-uk-drop-apple-backdoor-data-demand-protecting-americans-rights-us-official
https://www.reuters.com/sustainability/boards-policy-regulation/us-orders-diplomats-fight-data-sovereignty-initiatives-2026-02-25/
https://www.reuters.com/sustainability/boards-policy-regulation/us-orders-diplomats-fight-data-sovereignty-initiatives-2026-02-25/
https://www.ftc.gov/news-events/news/press-releases/2025/08/ftc-chairman-ferguson-warns-companies-against-censoring-or-weakening-data-security-americans-behest
https://www.ftc.gov/news-events/news/press-releases/2025/08/ftc-chairman-ferguson-warns-companies-against-censoring-or-weakening-data-security-americans-behest
https://www.whitehouse.gov/wp-content/uploads/2026/03/president-trumps-cyber-strategy-for-america.pdf
https://www.whitehouse.gov/wp-content/uploads/2026/03/president-trumps-cyber-strategy-for-america.pdf
https://www.citizen.org/article/u-s-bilateral-health-agreements-case-act-reporting/


3 of 5

Federal Register, as required by law and consistent with precedent?16 If State does not 
intend to publish the MOUs and all associated annexes, including the data access 
agreements, what legal authority does State believe justifies withholding them?

2. We understand that most but not all of the MOUs that have been signed include DSAs. 
How did State determine which countries would require or be exempted from DSA 
requirements?

3. For each DSA, please identify every category of data that may be accessed directly by a 
U.S. representative, including whether the data may include names, national 
identification numbers, dates of birth, addresses, telephone numbers, GPS/location 
information, HIV status, laboratory records, treatment histories, biometric information, 
pseudonymized identifiers, unique patient identifiers, metadata, or other sensitive health 
information.

a. How did State determine the minimum data elements necessary to achieve public 
health objectives?

4. Describe the technical architecture for each DSA, including whether data are transferred 
through bulk exports, application programming interfaces, remote database access, 
federated queries, or other mechanisms.

5. Did the State Department consider alternative data collection or access approaches, such 
as requiring automated exports of pre-aggregated data or encouraging countries to 
publicly publish data at the necessary levels of aggregation and in accordance with 
national data safety laws?

6. Do any of the DSAs contain provisions for accessing and/or exporting data at a more 
granular level than would have been obtained through PEPFAR’s traditional data 
collection system?

7. Does State intend to make the data obtained through the DSAs public in a similar format, 
granularity, and cadence as PEPFAR’s traditional public reporting? If not, why not, and 
how do these decisions support oversight and transparency by Congress and the 
American taxpayer?

8. What policies, procedures, and safeguards has State established for protecting personally 
identifiable information?

9. Will any of the data be shared with U.S.-based third parties for any commercial purpose, 
including to train any artificial intelligence models? Do data subjects or the relevant 
countries have a right to object to the use of their data for these purposes?

16 See, e.g., Partnership Frameworks, Office of the U.S. Global AIDS Coordinator and the Bureau of Public Affairs, 
U.S. State Department (archived from Feb. 6, 2015), 
https://web.archive.org/web/20150206114244/http://www.pepfar.gov/countries/frameworks/index.htm.

https://web.archive.org/web/20150206114244/http://www.pepfar.gov/countries/frameworks/index.htm
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10. Are there any limitations on the specific purposes for which data can be shared with third 
parties?

a. Which U.S. authority will oversee data transfers and management? How will this 
authority monitor and supervise use of this data, including any use by third 
parties?

b. Who is liable for any misuse of foreign citizens’ personal data?

11. Reporting suggests that these data transfers may not be consistent with domestic data 
protection law and the African Union’s Data Policy Framework.17 If these data transfers 
are found to violate domestic laws, will foreign nations able to suspend the data transfers 
while continuing to access global health assistance?

a. If the health agreement is terminated, will the data transferred to the U.S. be 
deleted?

b. How long will data be retained by the U.S. and associated third parties?

12. What privacy rights will foreign data subjects have over data that is transferred to the 
U.S.? How will foreign citizens’ privacy rights be enforced in case of a data breach or 
other unethical use of their data while it is in the U.S.? What procedures govern 
notification of foreign governments, affected individuals, Congress, and other 
stakeholders following a security incident or unauthorized disclosure?

13. How are these DSAs consistent with the Trump Administration’s priority of elevating 
digital freedom? Would the Administration object if another country, such as the People’s 
Republic of China, established similar requirements for a nation to receive foreign 
development assistance, loans, or other aid?

Thank you for your consideration of this important issue.

Sincerely,

Raphael Warnock
United States Senator

Charles E. Schumer
United States Senator

Tim Kaine
United States Senator

Chris Van Hollen
United States Senator

17 Jane Munga, Locked In: How African Data Protection Laws Move from Shield to Lever, Lawfare (Jun. 1, 2026),
https://www.lawfaremedia.org/article/locked-in--how-african-data-protection-laws-move-from-shield-to-lever.
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Jeffrey A. Merkley
United States Senator

Brian Schatz
United States Senator

Christopher A. Coons
United States Senator

Amy Klobuchar
United States Senator

CC: Under Secretary of State for Economic Affairs Jacob Helberg
CC: Under Secretary of State for Public Diplomacy Sarah B. Rogers
CC: Acting Under Secretary of State for Foreign Assistance, Humanitarian Affairs and Religious 
Freedom Jeremy Lewin
CC: Acting Global AIDS Coordinator and Senior Bureau Official for the Bureau of Global 
Health Security and Diplomacy, Jeffrey Graham


